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Abstract. This work reports on recent advances of the interactive visu-
alization tool PMC-VIS that supports users in the development, analysis,
and debugging of probabilistic systems modeled by Markov decision pro-
cesses. As such, PMC-VIS contributes to the field of explainable formal
methods and, in particular, to explainability in the context of probabilis-
tic model checking. In previous versions of PMC-VIS, the probabilistic
model checker PRISM was used exclusively to provide analysis results.
We use a newly developed data import interface for PMC-VIS to inte-
grate two analysis tools for MDPs: The first tool computes responsibility
values, which quantify the impact of states on the satisfaction or vio-
lation of properties. The second tool computes witnessing subsystems,
which are mathematical explications for the satisfaction of threshold con-
ditions for probabilities or expectations. Both tools themselves enhance
the aspect of explainability in the context of probabilistic model check-
ing. The potential of this combined toolchain including visualization for
explainability is showcased in a case study that demonstrates a typical
debugging workflow, and we show how the general-purpose data import
interface facilitates the integration of external formal methods tools for
Markov decision processes and thus enables the inclusion of additional
analytical data.

Keywords: Explainability - Formal Methods - Probabilistic Model
Checking - Responsibility - Causality - Witnessing Subsystems -
Certificates - PMC-VIS

1 Introduction

Formal methods provide mathematical rigor for system verification, but their
practical usefulness crucially depends on the explainability of the computed
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results. A well-established branch of formal methods is probabilistic model check-
ing (PMC), which considers the automated verification and analysis of proba-
bilistic systems. To this end, the system and specification are formalized as a
probabilistic model and logical formula, respectively, and subsequently given to
a probabilistic model checker. Typically, the model checker then computes quan-
tities concerning the worst-case (best-case) scenarios, e.g., maximal probability
of system failure or minimal expected energy consumption. This gives detailed
insights into the quantitative aspects of the system’s operational behavior and,
in principle, enables the exploration of design alternatives and debugging of
undesired behavior. Yet, there remains a gap between the output of verifica-
tion tools and what is needed for users and model developers to develop a deep
understanding of the system and to take the required actions within debugging,
maintenance, and model repair. This motivated the development of approaches
for enhancing the explainability and trustworthiness of PMC, e.g., by provid-
ing additional diagnostic information in the form of sets of paths [2,35,36],
witnessing subsystems [25,42,43,65,66], causal relations [11,47,48], Farkas and
fixed-point certificates [1,17,25,38,44,64,68], responsibility or influence mea-
sures [3,7,18], etc. These concepts are of mathematical nature and provide
explications in terms of high-dimensional data (e.g., vectors with values for each
system state). Although domain experts know how to interpret them mathemat-
ically, it remains difficult to gain an intuitive understanding of such explications,
even for experts. The overarching goal is thus to incorporate visualization tech-
niques in verification tools that support users in understanding not only the
system model, but also verification results and accompanying explications. This
line of research towards explainable formal methods can be seen as a model-
based facet of explainable artificial intelligence (XAI) that enhances the trust-
worthiness of systems and provides actionable insights (model repair, design,
and adaptation of strategies).

Explainability can also be improved through visualization, by making large
and complex structured datasets more accessible to humans. For instance,
abstract model details can be transformed into suitable visual objects, such
as graphs or maps. This bridges the gap between black box outputs and user
understanding. In fact, all major model checkers, such as PRISM [52], Storm [37],
nuXmv/NuSMV [16,20], and SPIN [39], provide export capabilities for models
to graph-based or visually-renderable representations. Most commonly, DOT/
Graphviz [23] or equivalent graph formats are used, which are best-suited for
small models and non-interactive visualization via external general-purpose
graph tools. However, workflow-oriented tools with interactive visual interfaces
that also enable the exploration of large-scale models through different perspec-
tives are more desirable. This enables their use throughout the development cycle
of the model, such as design and inspection time, but potentially also at runtime.
Interactive model exploration is supported by the model checkers mCRL2 [14],
CADP [26] and UPPAAL [13]. PMC-VIS [51]' is a visual explorer for large,
multivariate graphs (here for MDPs) that makes PMC results (such as proba-
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bilities of temporal logic properties, expectations of random variables, and also
optimal MDP schedulers) visually accessible. At the backend PMC-VIS provides
an interface to the PRISM model checker as data provider for PMC-results. For
the embedding into a dynamic development cycle, PMC-VIS has recently been
updated with editing and advanced debugging capabilities [50]. The long-term
goal is to turn PMC-VIS into a model development environment (MDE) for
PMC that integrates advanced visualization approaches for dynamic processes
of developing, comparing, and debugging of formal operational models.

Contribution. The work presented in this article combines these two directions
of explainability by integrating two analytical tools into a visual and interactive
exploration setting. The tool integration builds on our latest version of PMC-
VIS, to which we added (1) the ability to execute external tools and (2) a data
import interface that we use to incorporate structured data, such as results from
other model checkers or suitable analytical tools for MDP analysis, into PMC-
VIS. The first analytical tool integrated to PMC-VIS computes responsibility
values [9,10], which measure the impact of states on the satisfaction or violation
of properties. In [9,10], the theory and tooling were limited to transition systems.
We present here a generalization of this theoretical work from transition systems
to MDPs, which includes solving stochastic two-player games, its implementa-
tion in a new responsibility tool, and the binding of the new tool to PMC-VIS.
The second analytical tool computes witnessing subsystems [6] as mathematical
explications for the satisfaction of threshold conditions for probabilities or expec-
tations. Similarly, we present the integration of this tool into PMC-VIS and the
new interactive visualization capabilities for responsibility values and witness-
ing subsystems within PMC-VIS. The potential of this combined toolchain for
explainability is demonstrated in a case study illustrating typical workflows that
occur in the debugging process. The version of PMC-VIS used in this paper, as
well as all relevant experimental data, are available via Zenodo?.

Related Work. The model checkers mCRL2 [14], CADP [26] and UPPAAL [13]
provide extended capabilities for interactive model exploration. The mCRL2
toolset is based on a process-algebraic modeling formalism and provides an
interface for connecting to various interactive 2D and 3D internal visualization
tools, such as ltsgraph, ltsview, and DiaGraphica, as well as export formats for
using external tools. However, its visualization capabilities are largely restricted
to transition systems derived from individual process specifications. CADP is a
toolbox for the specification and verification of asynchronous concurrent systems
using process-algebraic languages. Its semantic model is also transition systems,
and it supports model checking of temporal logic properties, but its visualization
is limited to 2D state graphs without automated layout. UPPAAL is based on
networks of timed automata and provides graphical simulation and visualization
support for real-time systems. In particular, diagnostic traces produced by the

2 doi.org/10.5281/zenodo.19810393.
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model checker can be loaded into the simulator and visualized, including as mes-
sage sequence charts, but the visualization support is primarily tied to traces
and simulated executions rather than broader system-level abstractions. None
of these three tools provides visual support for the stochastic case. PRISM [52]
and Storm [37] support basic graph output via Graphviz [23].

Besides model checkers, several tools employ visualization to support analysis
of MDPs in specific domains, such as HMMEditor [21] for DNA, RNA, and pro-
tein sequencing, or TraceVis [29,30] for grid-world driving with neural networks.
For general purpose MDPs, systems like MDPVis [57| employ heatmaps and
aggregated charts to analyze evaluation policies, parameters, and state devel-
opment. MDPVis does not, however, employ node-link diagrams to explicitly
analyze specific states or the MDP topology. Other tools that support analyz-
ing the results, but not the model explicitly, are Palette [46], Theseus [27], and
DPVis [53]. Furthermore, visualization for transition graphs has been researched
by van Ham et al. [33,34] who proposed a 3D view with cone shapes, and by
Pretorius et al., who adapted the conic view to 2D in the aforementioned tool
DiaGraphica [61]. They also proposed representations that employ hypergrids,
principal component analysis, and parallel histograms [60].

2 Preliminaries

We first introduce Markov decision processes (MDPs), which are the main model
of PMC-VIS. Afterwards, we consider turn-based stochastic games (SGs), which
are a two-player extension of MDPs and become relevant in Sect. 4.

Markov Decision Processes (MDPs). An MDP [62] M = (S, 5., Act,P)
is a tuple, where S is a finite set of states, s, € S the initial state, Act a
finite set of actions, and P: S x Act x S — [0,1] a transition function such
that » g P(s,a,s") € {0,1} for all (s,a) € S x Act. An action a is enabled
in a state s if ), ¢ P(s,a,s’) = 1 and we write Act(s) to denote the enabled
actions in s. A path m in M is a sequence sgagsiay ... such that sy = s,., and
P(s;,a4,8:41) > 0 for all ¢ > 0. The sets of finite and infinite paths in M are
denoted by FPaths(M) and IPaths(M), respectively.

A (positional) scheduler is a function &: S — Act such that for all s € S, we
have &(s) € Act(s). Given a scheduler &, we consider the standard probability
measure Pr$ on sets of infinite paths (see [8, Def. 10.9]). For a measurable
objective & C IPaths(M), we define Pr'ii*(®) = supg Priy,(®) and Prij*(®) =
infg Pr%(@). For G C S, we write 0G and OG to denote the objective of
eventually reaching G and always remaining in G, respectively.

Turn-based Stochastic Games (SGs). Turn-based SGs are a two-player
extension of MDPs, where states are either controlled by Player Max
or Player Min. Formally, a (turn-based) SG [24, Ch. 7] G is a tuple
(Smazs Sminy Smis Act, P), where S,,q; and Sp.i, are the finite sets of states
controlled by Player Max and Player Min, respectively, (and we write S =
Smin U Smaz) and s,.,, Act and P are the same as for MDPs. The sets of
finite and infinite paths are defined analogously to MDPs. In the context
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of SGs, we refer to schedulers as strategies and distinguish between strate-
gies of Player Max and Player Min. A strategy for Player Max is a function
Stratmaez : Smae — Act. Strategies for Player Min are defined analogously. As
before, given a strategy pair Strat,,qq, Strat,.n, we consider the standard prob-

ability measure Prgtmtm”’Stmt’”’". For a measurable objective @ C [Paths(G), we

define Prg(®) = sup Strat,,, 0 Strat, Prgtrat’"“’Stmtm’" (D).

3 Overview on PMC-VIS

This section provides an overview of the current implementation of PMC-VIS [50,
51] and the extensions made for embedding existing explainable formal methods
tools. Figure 1 shows the general extendable architecture. The current frontend
implementation consists of two linked web components: (1) a Code Editor for
the PrRISM modeling language [52], and (2) a multivariate graph view employing
degree-of-interest (DOI) graphs [32] to dynamically explore MDPs and parallel
coordinates plots (PCP) [41] to inspect state properties and PMC-results. The
multivariate graph view can be instantiated multiple times across partitions of
the MDP, thereby employing multiple DOI graphs and PCPs simultaneously [51].
However, for simplicity, in the following, we will refer to (all) the DOI graphs as
Graph Ezplorer, and to the PCPs as Property Ezplorer.

Code Editor Graph Explorer Property Explorer
(GRSAED (MDP View) (PCPView)

- Frontend

“~_.-" Websocket >« .-~
.-~ Communication “«_

=
=
=
il BN
} N\
PRISM Backend

Fig. 1. PMC-VIS general architecture.

The main views are, on the one hand, independent, such that the editor can
be shown on a web browser on one computer (or shown on another display)
and the multivariate graph view on another computer (or shown on a different
display). On the other hand, the views are linked, such that changes or selections
made in one view result in changes or selections in the other views. To achieve
this, PMC-VIS builds on a client—server architecture that is used to connect
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the views via WebSocket-based communication and to the backend server. Due
to the client—server architecture, the frontend user interface is decoupled from
expensive computations occurring in the backend. The current implementation
provides a connection to the PRiISM model checker in the backend, which serves
as the sole data provider. At the end of this section we will see how the new data
import interface enables the integration of other (explainable) formal methods
tools. We will now describe the main features of PMC-VIS per view. The typical
starting point of the model development process is the code editor.

Code Editor (PrisM View). The Code Editor supports the PRISM modeling
and specification language [52]. We developed a Visual Studio Code extension to
provide functionalities of integrated development environments (IDEs) for more
commonly used languages, such as creating and organizing projects (and models
within), syntax highlighting, code completion, etc. From the code editor, the
visualizations can be opened (by clicking a play button) to explore the result-
ing MDP by expanding the graph on demand from the initial states. This is
illustrated in Fig.2. This is possible even before the entire state space has been
built.
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Fig. 2. Code Editor (left) and simulation on the Graph Explorer (right).

We will revisit the editor later in this section to see in more detail, e.g., how
PMC-results computed in the backend and shown in the other two views lead
to highlighting in the PRISM code, closing one loop of the development cycle.

Graph Ezxplorer (MDP View). The right-hand side of Fig.2 and Fig. 3(a)
show our Graph Explorer. It visualizes parts of an MDP using DOI graphs [32]:
starting in the initial states and expanding successor states on demand via user
interaction (e.g., double click). Nodes correspond to MDP states and carry indi-
vidual IDs. Edges correspond to transitions and show the name of nondetermin-
istic choices as well as transition probabilities. Users can select and drag states,
as well as pan and zoom on the views. Based on the available nondeterministic
choices, users can explore and interactively simulate the model by expanding cor-
responding paths. Doing so adds more states to the visualization and thus even-
tually produces clutter. This is why we allow creating new instances of the view
(i.e., in new panes, as shown in Fig.2). Each pane displays a part of the MDP.
Users can switch between panes and/or remove panes to continue exploration by
starting from another existing pane. State-based information, e.g., about atomic
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Fig. 3. The PMC-VIS frontend containing the Graph Explorer (a), the Property
Explorer (b), and the context and options sidebar (c).

propositions and evaluations of PRISM variables can be queried for each node
and shown as tooltips. PMC-results will only be computed (and shown) when
the corresponding formula is selected in the menu bar (cf. Figure 3(c)) invoking
PRISM asynchronously and filling the database with model checking results. After
this, PMC-results can be shown as additional state information and optimizing
schedulers can be shown via highlighting of actions within the Graph Explorer
to guide users while navigating the MDP. Moreover, all state (or state-action
pair) information can be shown in the Property Explorer.

Property Explorer (PCP View). Figure3(b) shows a single parallel coordi-
nates plot (PCP) [41] as used in the Property Explorer. The “properties” (e.g.,
atomic propositions, PRISM variables, PMC-results, etc.) of all states or state-
action pairs are encoded as parallel axes. For each state(-action pair), the corre-
sponding values on each axis are then connected, drawing a polyline across all
properties. PCPs allow identifying and filtering states (and actions) according to
their properties: Dragging along an axis (“brushing”) selects all lines with values
within the selected range. Selections are synchronised between the Graph and
Property Explorers and the Code editor: In Fig. 3, the nodes with blue borders
in (a) correspond to the blue polylines in (b).

Code Editor Highlighting. The Code Editor receives the current selection on
the Graph and Property Explorers and highlights relevant PRISM commands.
This is shown in Fig.4. Here, green highlighting marks commands/actions as
enabled in the current state, red means that they are blocked, and yellow means
that the command would be enabled locally within the module, but is currently



“On the Integration of Explainable Formal Methods Tools Into PMC-VIS” 143
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Fig. 4. The Code Editor, containing an overview of the current projects (a) and selected
states (b) in the sidebar, as well as the text-editor (c) with syntax highlighting and
traffic-light color coding for the selected state.

blocked by a command within another module due to blocking of a synchronous
action. In such cases, we provide a jump-to function to the blocking command.
This highlighting aids debugging, as simple patterns can be detected when com-
paring (parts of) modules with similar logic.

The New Data Import Interface. For this paper, we equipped PMC-VIS
with a data import interface that allows binding external tools as data providers.
For now, we support only tools that provide information for states (or state-
action pairs). Calling an external tool from PMC-VIS requires a tool-specific
implementation of this interface that specifies, e.g., the name of the executable,
relevant command line switches, and how to transform the textual output of the
tool into a comma-separated values (CSV) file. The results are then stored in
the database of PMC-VIS where, e.g., model checking results are also stored.
After registering a tool-specific class in a configuration file, PMC-VIS treats the
external tool as a data provider. The tool can then be called from the PMC-
VIS sidebar (Fig.3(c)), and the results are displayed as additional axes in the
Property Explorer once the computation finishes. In addition, data providers can
define highlighting (based on specific properties) of states and state-action pairs
in the Graph Explorer, similar to the scheduler highlighting mentioned in Sect. 3.
Additional context per state can be shown as tooltip text and custom syntax
highlighting is supported for the Code Editor. Detailed information about the
interface can be found in the documentation of PMC-VIS3.

For tools that compute state-based information and export it to CSV, the
results can be imported without additional implementation via the project man-
ager of PMC-VIS. Together with state mapping, one can then propagate those

3 doi.org/10.5281/zenodo.19810393.
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results to the Graph and Property Explorers. We tested this by importing model
checking results from Storm [37] and from a tool that determines the causal rela-
tions between MDP states [11], the results of which were then visualized directly
on PMC-VIS. However, for tools without CSV export, our data import interface
ensures a tight integration at the cost of minimal tool-specific implementation.
This paper provides bindings for (1) a new tool for responsibility and (2) a
tool for witnessing subsystems, which are introduced in the following sections.

4 Responsibility

Responsibility values quantify how much influence a given component has on
the satisfaction or violation of requirements. This is orthogonal to the fulfillment
probabilities computed by a probabilistic model checker, as a state can have high
fulfillment probability but low responsibility. Identifying responsible states aids
debugging by highlighting system components whose non-deterministic behav-
ior influences the outcome. Responsibility can also be used to improve system
reliability by determining the system components whose failure has the highest
impact on overall reliability.

There is a wide range of techniques to assess responsibility [18,28,40,58].
Many [15,49,54] are based on Halpern and Pearl’s notion of actual causality [31]
by assessing responsibility under contingencies. One class of methods for quanti-
fying responsibility are power indices, which measure the average marginal con-
tribution of each component. The Shapley value [63] is the only power index
which satisfies the axioms of efficiency, symmetry, linearity, and null player
[67]. Tt is frequently used to assess responsibility [7,55,56]. Other power indices
include the Banzhaf index [22]. Alternatively, responsibility of a component can
be inversely correlated to the size of the smallest cause containing the compo-
nent [12,19]. A distinction is made between forward and backward responsibility
[59]. Forward responsibility assesses a system prior to execution, while backward
responsibility takes a specific (failing) system execution and assigns responsibil-
ity for this specific outcome.

This section presents a notion of responsibility first introduced in [56] and
extended to the backward case in [3]. Two-player games are used to determine
winning coalitions. If a state is part of many winning coalitions, it has high
responsibility. In the following, we extend the definitions from [3,56] to the prob-
abilistic case. We primarily consider reachability and safety objectives (but [56]
and [9] analyze more expressive objective classes).

Definition 1 (Value of a Coalition). Let M = (S, s,,.., Act, P) be an MDP,
& C IPaths(M) a measurable objective and C C S. Then the value of coalition C
is val(C') = Prg(®), where G = (C, S\ C, 8,4, Act,P) is a turn-based stochastic
game.

The Shapley value transforms this value function (i.e. a value per set of
states) into responsibility values (i.e. a value per state). To this end, the Shapley
value computes a weighted average over the marginal contribution of a state to
each coalition.
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Definition 2 (Responsibility Values). Let M be an MDP with states S and
@ C IPaths(M) a measurable objective. The responsibility value, often shortened
to responsibility, of a state s € S is given by

Resp(s) = Z (151 = |C|ST' DISICiiy (val(C U {s}) — val(C)).
ccs

Forse S, C CS, (s,C) is called a switching pair if val(C'U{s}) — val(C) > 0.

For every coalition C, the Shapley value measures how much the probability
of fulfilling the objective is increased by adding s. If the probability increases for
many coalitions, then s has high responsibility.

These definitions consider the forward view. [3] extends this to the backward
view by adding an engraving construction that fixes the behavior of some states
to follow a previously-observed execution. Here, we restrict ourselves to the for-
ward case, as there is no straight-forward extension of backward responsibility to
probabilistic models. Responsibility is further extended in [10], which introduces
the notion of component-based responsibility, where the state space of the model
is partitioned into groupsand each group gets a single responsibility value. [9]
presents several efficient algorithms for the non-probabilistic case. These works
deal with non-probabilistic systems only. The definitions in this section gener-
alise responsibility to the probabilistic case, and we similarly have extended the
implementation to support probabilistic models.

In the following, we first showcase how state-based responsibility is visual-
ized in PMC-VIS before demonstrating how component-based responsibility is
visualized in the code editor.

4.1 State-Based Responsibility in PMC-VIS

Figure5 shows PMC-VIS displaying responsibility values. The model contains
two variables x and y, atomic propositions special and goal and the property
ReachGoal = Pri{{*(0Goal). The right-most axis in the PCP shows responsibil-
ity values. The range from 0.1 to 0.3 is selected in the example, which highlights
states whose responsibility falls in this range. This quickly shows that these
states have y = false and goal = false in common.

4.2 Component-Based Responsibility in PMC-VIS

The previous section dealt with state-based responsibility, where each state has a
separate responsibility value. However, this is both computationally intractable
for large models and often too fine-grained to provide a practical utility. After all,
models are specified in a higher-level language (the PRisSM modeling language in
the case of PMC-VIS), so it is desirable to ascribe responsibility to the syntactical
elements of the high-level description.

To this end, [10] provides an approach based on state grouping. The state-
space of the MDP is partitioned into groups such that each group corresponds
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Fig. 5. PMC-VIS’s graph view (top) and PCP (bottom) visualizing a 6-state MDP.
The PCP shows variable values (x and y), atomic propositions (special and goal) and
the responsibility for fulfilling objective ReachGoal. States with high responsibility are
selected by the PCP brush. The states and corresponding lines are highlighted in the
graph view and PCP, respectively.

to a logical unit of the PRISM model. This can be done per module, per action,
per variable value (for a given subset of variables) and per label. Some construc-
tions require a transformation of the PRISM model or the MDP, but this is an
implementation detail hidden from the user.

All four methods of grouping are incorporated into the PMC-VIS editor.
Label and variable grouping can be configured by selecting which labels and
variable values to group by.

Ezample. Figure 6 shows a model with module, variable and action responsibility
being displayed using red, blue and yellow syntax highlighting. Different colors
allow several responsibility techniques to be displayed at the same time. Each
highlight also has a tooltip that gives additional information. In the example,
this indicates that (Ada, {Julia}) is a switching pair that contributes 0.083 to
her total responsibility score.

Superset Switching Pairs. The presence of “dummy states” that have no respon-
sibility contaminates the set of switching pairs. If there is a state s; with no
responsibility, then for every switching pair (s,C), the pair (s,C U {sq}) is
also switching. To declutter the list, such “superset switching pairs” are sum-
marized in the switching pair list. For example, in Fig. 6, there is one superset
for (Ada, {Julia}), which also contributes 0.083 to Ada’s total responsibility.

Per-label and Variable-Value Grouping. For module and action responsibility,
there is a direct correspondence between syntax elements and state groups. For
label and variable grouping, there is not, so these require special treatment:
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17 module Rebeca
18 _ // 1: Rock-proof glass, 2: Normal glass

20 [install_rock_proof] (chosen_glass=0) -> (chosen_glass'=1);
21 [ANE+=17 mmmmet1 fobase ~lecein) . fobecan glass'z2);

22 Module responsibility for Ada : 0.167

23 lin switching pairs

24 endmodu

25 o { Julia }:0.083 (+ 0.083 from 1 superset)

26 module Ada

27 _ // ©@: initial, 1: wants to throw, 2: does not want to throw

29 [a_decide_to_throw] (ada_state=0) -> (ada_state'=1);
30 [a_decide_not_to_throw] (ada_state=0) -> (ada_state'=2);
31 [ada_throws] (ada_state=1) -> (ada_state'=2);

32 endmodule

34 module Julia

35 _ // @: initial, 1: wants to throw, 2: does not want to throw

37 [j_decide_to_throw] (julia_state=0) -> (julia_state'=1);
38 [j_decide_not_to_throw] (julia_state=0) —> (julia_state'=2);
39 [julia_throws] (julia_state=1) —> (julia_state'=2);

40 endmodule

Fig. 6. Visualization of grouped responsibility in the source code. Here, red, blue and
yellow correspond to module, variable and action responsibility. A tooltip provides addi-
tional information, e.g. (Color figure online) that Ada has one switching pair with Julia
that contributes 0.083 to her overall responsibility. Ada has one additional switching
pair that is a superset of {Julia} and thus not listed separately.

e For label groups, states are grouped together based on which labels hold
in them. For example, for two labels, ¢; and /5, there are four groups &,
{01}, {€2} and {¢1,¢2}. When hovering over, e.g., {1 in the source code, the
total responsibility Resp({¢1}) + Resp({¢1,¢2}) is shown. This is followed by
a list of all groups containing ¢, i.e., {¢1} and {¢1,¢>} and their associated
responsibility. Finally, all switching pairs are listed, similar to above.

e Variable-valuation grouping works as follows. For variable z, we denote
its valuations by Vals(x). For a set of variables 1, ..., xz,, the set of valua-
tion groups is denoted by Vals(z1,...,x,) = Vals(z1) x -+ x Vals(zy). The
responsibility tool provides a responsibility value for each group. For variable
x and d € Vals(x), we denote their total responsibility by Resp(x = d) =
> De Vals(wa,....z) 1€SP((x = d) UD). When hovering over variable , for each
d € Vals(x), both the total responsibility Resp(x = d) and the responsibility
of the individual groups are listed. In addition, the total influence of variable
z is quantified by computing Y ;¢ vy [Resp(z = d) — 1/ [Vals(z)]], ie., a
variable has a high influence if its valuations differ from the average signifi-
cantly. The influence is used to determine the intensity of highlighting color,
thus drawing the user’s attention to variables whose values deserve further
inspection.
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5 Witnessing Subsystems

Probabilistic model checkers typically do not provide insights into why properties
of the form Pr{%’(®) > A, where opt € {min, max} and \ € [0, 1], are satisfied or
violated. Moreover, from a user’s perspective it is unclear whether the computed
result is actually correct. Inspired by the paradigm of certifying algorithms, the
work in [25,44] and its extensions [4-6] consider Farkas certificates to improve
the explainability and trustworthiness of model checking tools. Farkas certificates
are solutions to linear constraint systems and serve as correctness proofs that
can be used to independently and easily validate the verification result. Notably,
Farkas certificates also induce witnessing subsystems [42,43,65,66] which are
parts of an MDP which on their own already satisfy the property. The following
definition is adapted from [25,44].

Definition 3 (Witnessing Subsystem). Let M = (95, s,., Act,P) be an
MDP and S C S. The subsystem induced by S’ is given by M’ = (5" U
{L}, Sinar, Act, P") where for all s € S"U{L}, o € Act(s) and ' € S U{L}

P(s,a, ) ifse S s es,
P'(s,a,s') = Yies\s P(s,ast) ifse S s =1,
0 otherwise.

A subsystem M’ is witnessing for an objective ® and X € [0,1] if Prf\flt, (®) > A

Intuitively, a subsystem M’ of M is an MDP formed by a subset of states
S’, where transitions to S\ S’ are redirected to a fresh state 1 which cannot be
left.

It was shown in [25,44] that c
Pri¢) (@) > X implies that Pr{%’ (&) >
A holds. Hence, a subsystem M’ can @

) . 0.5

serve as a witness for the satisfac- a U
tion of a property in M. For instance, 0 d
consider the MDP M shown in
Fig.7 and the satisfied property
Privi*(0s2) > 0.5. It turns out that
the subsystem M, which is obtained
from M by omitting the transparent
states, on its own already satisfies the property, i.e., Priyi*(0s2) > 0.5. As such
it serves as a witness for the constraint Priyf*(0s2) > 0.5.

Motivated by the observation that smaller MDPs are often easier to under-
stand, the work in [4-6,25] developed techniques based on mized-integer pro-
gramming for computing minimal witnesses. Depending on the use case, different
minimality criteria can be used, e.g., minimal number of states or state-action
pairs. In fact, the subsystem in Fig.7 is a state-minimal witnessing subsystem
for the considered property.

Intuitively, minimal witnessing subsystems isolate the parts in an MDP that
are most relevant for the satisfaction (or violation) of a property. In principle,

.5

Fig. 7. Toy example from [4].
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this enables users to gain a better understanding of the system’s behavior. The
techniques for computing certificates and minimal witnessing subsystems are
implemented in SWITSS [45] and Switss-Multi [4]. The latter is an efficient re-
implementation of SWITSS based on Storm [37] and also supports w-regular and
multi-objective properties.

Building on the new data provider interface, we have now integrated Switss-
Multi into PMC-VIS, enabling users to directly compute witnessing subsystems
within PMC-VIS. This opens up the possibility for the interactive exploration
of witnesses and debugging of undesirable behavior. We briefly show the new
capabilities on the toy example MDP M from Fig. 7. The PRISM model of the
toy example can be loaded into PMC-VIS, from which we can then start the
computation of minimal witnessing subsystems via Switss-Multi. Thanks to the
new data provider interface, the computed witness is seamlessly passed to PMC-
VIS and can be directly highlighted, as shown in Fig. 8. In particular, the witness
can then be interactively inspected and explored. We also emphasize that we can
focus subsequent analysis and model refinement tasks on the witness, using any
analytical tool that is integrated into PMC-VIS. This provides users with the
flexibility and capabilities for debugging undesirable behavior.

1.0 [c] [d
0 [a] 0.5 1 2
[b] 1.0
S 0.5 1.0
1.0
3 [f] 2
[e] 1.0

Fig. 8. Visualization of Fig. 7 in PMC-VIS. Orange highlighting shows states that are
part of the witnessing subsystem.

6 Medical Lab Case Study

This section showcases how the combination of responsibility values, witnessing
subsystems, and visualization in PMC-VIS is used to diagnose a fault that none
of the techniques on their own can find.

Model. We model a medical lab that analyses medical samples for the presence
of an infection. Both infected and clean samples grow, but infected samples grow
faster. Growth is a probabilistic process and the lab uses two methods to assess
samples.

e Method 1 lets the sample grow for four hours before assessing its growth. If
it exceeds a threshold value, the sample is considered infected.
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e Method 2 splits the sample into several smaller sections and lets each section
grow independently. After one hour, the number of sections that exceed a
threshold is counted. If more than half of the sections exceed the threshold,
the sample is considered infected.

Specification. We analyze the maximal probability that the result of analysis
does not match the sample, i.e. either a clean sample is classified as infected or
an infected sample is classified as clean. After loading the model into PMC-VIS,
we can explore the model or immediately trigger model checking.

Running the model checker shows that for the initial state, the failure prob-
ability is Pr™®*({failure) = 0.265. While a non-zero probability of failure is to
be expected due to the probabilistic nature of the system, a failure rate of over
a quarter is unacceptable.

Interactive Debugging with PMC-VIS. As a first step, we compute responsibility
values. The values are added to the PCP. By brushing over the responsibility
axis, states with high responsibility are highlighted (both as lines in the PCP
and in the graph view). The PCP at this stage is depicted in Fig.9. However,
we find neither an observable pattern in the graph view nor a commonality in
the PCP. This is likely because non-determinism occurs in several places of the
model and some of it is benign (for example, the number of samples of Method 2
is chosen non-deterministically).

g 1% L = ~+ w m
Q + [ = wn o o i)
S Q = | -} 3 c
o ~+ m - o © o
A\ m =} L =t (o
(0] = [¢] o
| o | =5
< (s} 3 o
= o 3 5
= trueq & o
o D < .
~-
o
2+ 54 0.54 <
a fals
0- 0- 0 = 0 = 0.0

Fig. 9. Parallel coordinates plot of the medical lab model, with states with positive
responsibility highlighted. No pattern is immediately apparent.

To cut down the analysis space, we now compute a witnessing subsystem.
This calls for a qualitative query, and we select Pr™®*({ failure) > 0.2. By choos-
ing 0.2, we require the subsystem to include the states responsible for most of the
0.265 failure rate, while leaving some slack to reduce system size. The witnessing
subsystem mainly focuses on Method 1, but contains both executions with an
infected and with a clean sample. Nonetheless, the state space remains too large
to identify an error.
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Fig. 10. Parallel coordinates plot of the witnessing subsystem of the medical lab model.
States with positive responsibility values are highlighted. Unlike in Fig. 9, a clear pat-
tern emerges, as the responsible states only differ in the value of templ and share the
other values.

26 [ProvideSample] (state=0) —> (state'=1);

27

28 [1 (state=1) —> 0.5: (state'=2) + 0.5: (state'=4);

29

30 [Sample] (state=2 & time<4) —> true;

31 [TakeSample] (state=2 & time<4) -> (time'=time+1)&(templ'=min(templmax, templ+sample_value));
32 [1 (state=2 & time=4 & !sample_ready) —> (state'=3);

33

34 [1 (state=3 & templ < 15) —> (state'=8)&(analysis_result'=false)&(templ'=0)&(time'=0);
35 [1 (state=3 & templ >= 9) —> (state'=8)&(analysis_result'=true)&(templ'=0)&(time'=0);
36

37 // Non-deterministically choose sampling duration

38 // To compensate for different sampling durations, we add an initial count to templ
39 [1 (state=4) —> (state'=5)&(time'=6);

40 [1 (state=4) —> (state'=5)&(time'=7);

41 []1 (state=4) —> (state'=5)&(time'=8);

Fig. 11. Excerpt from the code specifying the medical lab, with the highlighting indi-
cating which transitions are active (green) and blocked (red) in the erroneous states.
The first active transition has an incorrect guard: It should be state=3 & temp1 (Color
figure online) < 9

We now open the witnessing subsystem in a new tab. We expand the state
space and compute responsibility values again, this time restricted to the sub-
system. The result is shown in Fig. 10. States with positive responsibility are
highlighted in blue. This selection is automatically applied to the graph view as
well (but this is not depicted in Fig. 10). The highlighted states share state = 3,
which is the second stage of Method 1. Switching over to the code editor high-
lights the two commands enabled in this state (cf. Figure 11). We quickly spot
the mistake: The thresholds are incorrect: For the first command, it should be
templ < 9, not templ < 15. With the incorrect threshold, for 9 < templ < 15,
the machine non-deterministically chooses the result (and because we maximize
the error, it always chooses incorrectly). Fixing the error results in a reduced
error probability of 0.033, which is acceptable given the probabilistic nature of
the processes involved.
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7 Conclusion

PMC-VIS has grown from a single-source visualization tool for PRISM into a
model development environment, integrating rich code editing features, scalable
visualization approaches, and extensions that allow it to import data from vari-
ous model checkers and analysis tools, as discussed in this paper. The case study
illustrates how combining responsibility values with witnessing subsystems and
visualizing both in PMC-VIS helps locate errors. More extensive studies are
required to assess how broadly these techniques are applicable to model repair.

While the integration of these tools into PMC-VIS demonstrates its exten-
sibility, much work remains in extending our support for tools that target not
states or state-action pairs, but, e.g., specification modules, clusters, or other
model abstractions. In future work, we will additionally explore facilities for
model (and model version) comparison and compositional (i.e., module-based)
exploration, with which we aim to further develop and enhance model explain-
ability and development workflows.
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